CHAPTER 11

HO|E{H|O]| & EHOF Ao =H|

2 - Y "4l . GRANT - REVOKE - ROLE - #3$t MIHCASCADE)

O/ O|E{H|O| A 7HE . |T CookBook



11% st=0] 27|

] O] E{ 4] O]

Dot Q& MEANZRH 22 = 208/ APt Ol NEANEZREH FEY 22 = FEY

GRANT =3t oN 24X TO AFEA} [WITH GRANT OPTION] ; - H$H 20

REVOKE #H%t oN ZiX| FROM AHE X} [CASCADE | RESTRICT] ; - #HoH FHAa

g
L]

CREATE ROLE €% ; / GRANT 2% TO ALEXt ; / DROP ROLE ¥& ; - 9%



Hok 7)1y . A3 WO,

Security & Privileges - Q1—Q5



Her 4

=X
oF M &
Homn 2 A2M s Hor A

1. CIE 232 @2} ®2 Li&0] SHIZA HX|0{T A2

@ = A0 Y= NI DB HAY + YEE BB HO|L B = HY LXE S8 U U= AEA

=76/ Dag E 2o Aol

© @RS B Ho| @ BESL BRHEY @ BRZY Y M @ @FZEM, ®H

HIO|E{H|O] & EHOtof| Lot HHCo 2 JX| &2 A2?

2YN YROSLE DB B @ AISXIOIC Cifgt Beh 200 @ e 2O0iE DBMS XK}
S @ 2R 4T A 20 I}s




2ot 7

Okl 274 / HOH M2

L= 2982 @2t @2 LHE0| St 2A| HX[oH A2?

@ = HBI0| GH= MEALT} DBOY FAE = GEZ HBE= 20/T, B = HHY XS Yof A o= MEA
HE ppE H B8 Z0/C)
© @S B Mo @ @R BREY 0 BFEY 6¥H Mol @ @RZY B

@G =o-2v os A8xERE B PZY-H Y ABHELE Y B

HIO|E{H|0] & EHOtof| Lot HHCo 2 JFX| &2 A2?

>
ol
Ral
=2
i
ret
[t
rot
4
_9
r|r
)
lwe)
<
wn
N
ko)
-
u
rH
i)
Rl
[e]
o
=z
_$'_
ri
i
!
(@)
o
ujm
g




rH

r

rH

3 of

B
TG P T

3. ALEXIO| A Z4H[of chet AR ATHE FO0{5t= sQL FEO =2

@ CREATE @ REVOKE 3 GRANT @ ROLE

4. ArEXO|A| B0 E M2 AHE HetS F25tE sQL FEO=?

@ CREATE @ REVOKE 3 GRANT @ ROLE

5. #gh U2 ALEX7} CHE AHEXIOA| = AehE &

@ WITH REVOKE OPTION @ WITH CREATE OPTION
OPTION

=1L

ojst2{™ EHast FM2?

® WITH GRANT OPTION

@ WITH ROLE



rH

rH

s Faof
. ~ e
= A =
ot 20of . F& - I F 0
3. AEXof| A Aol Tt AL HTHS F0{5t= sQL BHEO =2 HE g
@O CREATE @ REVOKE 3® GRANT @ ROLE
4. AEXHOA R0 E N2 AHE HTHS FA5H= sqQL BHEO=? HEt @
@O CREATE @ REVOKE (3 GRANT @ ROLE
5. A3 WS ALBRLTL CHE MBS HBHS HoislaH We gMe? P

@ WITH REVOKE OPTION @ WITH CREATE OPTION  ® WITH GRANT OPTION &
WITH ROLE OPTION



A M

Grant Option & Roles -

. st
=

Q6-Q9



rH
ro

}

H
*
f'_:lo

2|+~(CASCADE)2| A1}

GRANT SELECT ON STUDENT TO Ul WITH GRANT OPTION;

GRANT SELECT ON STUDENT TO U2;

REVOKE SELECT ON STUDENT FROM Ul CASCADE;

237 BHEES M2 £33t Zul2 %] A2 AH2?

@ DBA= STUDENT A4 AH3HO| UL}

@ U12 STUDENT &M #A3tHO| HAEr.

® U2&= ZM HSHS CHE ALEXL0|A 20T
@ U2 STUDENT A4 Aol QULCt,

1
£Q
_IT|_



GRANT SELECT ON STUDENT TO Ul WITH GRANT OPTION;

GRANT SELECT ON STUDENT TO U2;
REVOKE SELECT ON STUDENT FROM Ul CASCADE;

2l 37 YHEES =M 2 ¥ Atz X %2 A2

@ DBA= STUDENT ZAA #sHO| QUCE,
@ U1 STUDENT 444 #sto| gict,

GRANT OPT v GRANT \2

DBA U1 ]—{ U2 ]

3 U2 M HotZ CHE AFEXIOA £og o= QICt
@ U2+ STUDENT ZA4 3sto| QlCt,
e @ CASCADE 3|42 U1-U2 #3H0| &4 FAZICEH U2 ZAM dHsto| gleoz @7t E2.

0 HHE



H

—_

WITH GRANT OPTION 22 73t &

e

HMat -7

CREATE TABLE M|= ... ; GRANT SELECT ON M= TO Kim WITH GRANT OPTION;

rlo
XY
rlo

~N

?l d2o|M CtE T SX &

@ Kim2 M& H|O[Z0] Cfiet M8 RE dde += UL
® Hong= =72 "GRANT UPDATE ON A|& TO Kim"
@ Kim= "GRANT SELECT ON H|& TO Park'2 <

11



X

[

H

—_

r

o} -

WITH GRANT OPTION 22 7I&

7

ro

CREATE TABLE H|Z .

3

o
1L

GRANT SELECT ON M|E TO Kim WITH GRANT OPTION;

¢ 2o M CHE 5 2|X| 22 A2?

@® Kim2 HE2| 7|27| & Q27| 2 H=5l= IS HIO|22 MEE £+ ULt
@ Kim= XN|= H|O|=20| CHe ZAME FE Mde &= QUL

® Hong2 F7t2 "GRANT UPDATE ON X|& TO Kim"S H&g 4= ULt

@ Kim< "GRANT SELECT ON M|Z TO Park"= Adlgh = QUL

Ir
=

Q27| £Z=0f = REFERENCES #3%t0| ZR3ICt Kime SELECT #

4y 87— @0 58,

Cl

dH

@

HFOF O

oFak = A —

—

o=z & HOol=

12 HE



rH
r

Haf -

Al A3t 3|4 (INSERT)

(o)

h*

A — B — C— D &=MZ INSERT #3t2 25 WITH GRANT OPTIONIZ} BHAH| &{7HAC
0|% A7} BO| INSERT H$H2 FA5H cot DO| HsH2?

@CFL, DA @CDEF®RA OGCHA,DFx @CD I Fx

GRANT OPT GRANT OPT GRANT OPT

A — B — C— D.INSERT Z3t0] WITH GRANT OPTIONSZ G4 2 0of =l AEY

13




#eot Ha - 8
Al Hok 2|4=(INSERT)

A - B — C— DA 2 INSERT #3tS 25 WITH GRANT OPTIONIZ} &4 & 7}34 L.

0|= A7} B2| INSERT A2 F ASIH ce} Do Het2?

QCHLEDSRX @CDEFSX GCHX, DFL @CDHM Fa

GRANT OPVT )gRANT OPVT )éRANT OPT
> B > C > D
Ch A3t 3|2~ AM(CASCADE)EICE B # A — BOA] 2H2 C, CO|A BH2 D HBtO| 2% Bt
C 1O TEP

14 HHE




He(role)S AHESIHE OfTH FHEO| A=%| A 2.

BlE 0lF HBIL BILIZ 20/ B2|BICl= BRI Eol9f AT E XH2 MG H
ML,

15




ull
KO

o G

—~
()]
(o}

4

~

joll
ar

<H

ud

ol
KO
<+
Jol
4|

{oi
<{H
ol
ol

i g
ol
o

2kf= et 471H 2

BE AEROA He=tot LY

e
o

&}
ol

o

=]

=]
=0

of

joll ol

(o]
=
(@]
=

Uk

THo

ol

ol
1)
m 2

m ar

ol =

2|7} | TICE

b

~

jol
=l

b

1

K

(ROLE)

6 HHE




SQL & A&

Writing Security SQL - Q10-Q15



0o / PUBLIC #H&t

| B

>
| >
nE
H
r

I

10. KimOj|7| E|O] S 48 A28 At

o

F0{5t1, CtE AFEXAIE £ 7155 ol wigk2?

GRANT Kim

11. 2E MEXH0A| =2 HIo|S2] AM-+3-H4Y AetS F05t= sQL 22 '35t 2.

— HE AEA} = PUBLIC

18 HHE




o
1L

AMAR Hst 20 / PUBLIC Aot

10. KimO[A| E|0] & 4’3 A|2H HehS F0{5t, CHE ALEXIOAIE 0] 7}S5HA St RIE2?

o
(T {

GRANT CREATE TABLE TO Kim WITH GRANT OPTION ;

@ create table @ to  ® with grant option

11. BE ALRXIOIA| 52 Hl0|20] ZM-4H- A9 A3t

AL
N"TT o' HH = =

mjo

Hoj8}

rr

sQL 2 g5t L.

GRANT SELECT, UPDATE, INSERT ON F& TO PUBLIC ;

9 HE




20 HHE

ol
w
d
JJ
o
M
K- .
= of
Jol <
— 1o
= 20
- Kr
jod K
7l ojn
- ok
jod 2
=) o
1+ %)
=3 J|l
= {0
0 Y
0
70 & :
= 5] g
| Joll =
.A {0
= Br X
T |
= - Y ™~
(11 < ol 0
=z Ol ! ° 8
~ o m._m %
W NN o O]
v _— o~
° L o S
= = 5 =
0
N - g
X0 4
...A.ﬂ o~ L v 3r
K40 i o H
— - -

Q
=

S




sQL %/ . REVOKE / ROLE
A 3|5 / A M

o
1L

12. Kimo| Abgl E|O|Z 7444 HBH KimO| K5LCISH HBIX| M| FA8hs HIZH?

—_— e L | Sy B

REVOKE SELECT ON A2 FROM Kim CASCADE ;

@ revoke @ on @ from (@ cascade

13. emp_role 0|2t= 0| 52| &S W5l saQL 22 EE5HA 2.

CREATE ROLE emp_role ;

21



sSQlL
oA 20|/ AF HA

14. emp_role §&Z ALK} Kim0j|A| £0{5}= sQL 22 E/d5HA| 2.

— S GRANT 2 20f8tL/C}

15. emp_role O|2t= O| 2| HEE H|7dt= sQL 22 EF5HA 2.

— 98 HA FEOE i=zr ZHL.

22




sQL =/

o=

[=1,

- ROLE

2o/ og HA

o
1L

14. emp_role H&E AL} KimO|A| £0st= sQL 2 EHdsIA| 2.

GRANT emp_role TO Kim ;

15. emp_role 0|2t= 0| F2| &S H|A5l= sQL 22 EE5HA 2.

DROP ROLE emp_role ;

ROLE “40§3=7| CREATE ROLE - GRANT €% TO AF2X} > DROP ROLE

23



WRAP-UP

11 HIO|E{H|o] & 2ok a4 Hi

Hor 7| et HAHEY g (ROLE)

- Hot = Ho gl T Kt - GRANT ... TO AFE X} - CREATE ROLE 9&HH
B2 = HEhdg /X - REVOKE ... FROM AL A} - GRANT €t TO AFE X}
- Mot 203 A= DBA ©E - WITH GRANT OPTION=X{£ - DROP ROLE ¥&tH
N LR &Y T2 20 of - Hot B0 Chest

- CASCADE = ¢aff F|&

EVOKEZ &Lt WITH GRANT OPTIONS A5 0{E, CASCADEE= ¢4
FSo 2 BE|E the3letot.

= - L=

E 29 GRANTZ #HS F1R
A8 Yo7 |0, HE(ROLE)S Het

4% ot

24 Hi




	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24

